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2024 U.S. Presidential Election Calendar
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October 01: VP Debate
November 05: General Election Day

December 17: Electors Cast Votes
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Adversary Objectives

Mandiant

An adversary’s primary underlying motivations inform targeting
and the manner and speed with which they conduct operations.

INTELLIGENCE
GATHERING AND
MONITORING

Individual objectives are often multi-dimensional and can reflect
amorphous, evolving, and overlapping adversary motivations.

Primary Threat Types:
O State-nexus
O Cybercriminal
O Hacktivist

DIRECT ELECTION
INTERFERENCE

INFORMATION
OPERATIONS

Overarching Goals:
O Direct Election Interference
O Intelligence Gathering / Monitoring
O Information Operations (IO)



Distinguishing Targets

® Campaigns:
O News Organizations

Election
O Political Parties & Campaigns Campaigns It
O Social Media Platforms E
O PACs & Donor Groups e i
) ‘Election %
@® Administration: Administrators clcton
O Election Commissions Gfb
O Electoral Registres Erecoral Social Medi
O State & Local Officials Election
Systems Machines
® Systems i W 2
O Voting Machines B, e
O Software & Hardware Manufacturers
O Election Management Systems MANDIANT
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Prior Briefing Refresher

Key Points:
TAYLOR WANTS YOU
1
® Ongoing focus by likely state-nexus pro-Iran, pro-Russia, and pro-PRC i, ¥ -
elements to infiltrate, hijack, and disrupt domestic political discourse. - ’\""

Mandiant

T0.VOTE For

O Webs of targeted social media accounts, misleading and/or highly
biased news websites, and threats incorporation of generative
artificial intelligence.

Hacktivists continue to make and act on threats to disrupt elections
around the world, with substantial pro-Russia activity targeting Western

organizations during election time.

O Continuous dominance of DDoS attacks within hacktivist toolkits,
with auxiliary claims of network access and data exfiltration.

HACKED T

DOWNWITHISRAEL  talipuay palt

EVERY EQUIPMENT
“MADE IN ISRAEL"
ISCYBERAV3NGERS
LEGAL TARGET

Google Cloud
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Activity Observed
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Ongoing Russian Meddling

® Russia Today Exclusive: Biden administration to accuse Russia
O Tenet Media of sustained effort to influence 2024 election
O Al-Augmented Bot Farm 7 e —

OX=e

CopyCop

Doppelganger

Operation Overload
NAEBC

Internet Research Agency
Unattributed Campaigns

Mandiant Google Cloud 9



Ongoing Russian Meddling ccontinuea

HemeZupa
FRESS- ERLRALES Dear USAState Department!
Treasury Takes Action as Part of a U.S. interfor inthe U, dlctans thisyea, even
Government Response to Russia’s Foreign though we did not plan to do so initally.

Mallgrl Inﬂuence OperathnS We suggest that you transfer $10 million
that is offered for information about
RaHDit's intervention to any Russian charity
organization (and show us the receipt).

September 4, 2024

And for our part, we will definitely intervene Automatic Translation
as soon as the transfer is confirmed.

We promise to provide you with a full report Today the US Department of Justice made a

of the intervention, especially since our criminal decision to restrict access to the Russian
president has indicated that we need to resource "War on Fakes". http://waronfakes.com
support Kamala Harris!

The United States takes action to defend and protect U.S. election institutions and processes from Moscow’s
attempts to influence the 2024 Presidential Election

PRESS RELEASE

Two RT Employees Indicted for

In connection with these events, | suggest
trying to attack their government website:
https://www.justice.gov/

Waiting for i and getting ready to rumble.

COVerﬂY Fundlng and Dll'eCtlng U-S- And also on the US Bureau of Investigation:
. https://www.fbi.gov/investigate
Company that Published Thousands of
. . . I can also suggest for attack the website
Videos in Furtherance of Russian of the Pennsylvania District Court, which
made the decision to block the resource:
Intere sts https://www.pdaa.org/da-directory/

Mandiant Google Cloud 10




Pro-PRC IO Continues Content Dissemination

Mandiant has observed pro-PRC personas persist in their
efforts to target the 2024 U.S. presidential election and U.S.
voters with highly partisan content as well as various
narratives aligned with the political interests of the PRC:

@® Recent narratives related to the Israel-Hamas conflict, U.S.
foreign policy, and the U.S. presidential election.

O Emphasis less on specific policies and more on attempting
to represent the U.S. in a broadly negative light.

® Mandiant has observed concerted attempts to amplify individual - ru;ty'
accounts—using significant amounts of generative Al—to appear
prominent rather than attempting to make many accounts

appear legitimate.

Mandiant Google Cloud "




Iranian 1O Targeting the West

An inauthentic French-language website called CritiquePolitique
targeted domestic French audiences as well as French-speaking
countries in Africa:

Les plus lus

® Prevailing themes observed within content published to A v
CritiquePolitique promote narratives critical: . R L - =

O Of the French Government and President Emmanuel
Macron regarding France's foreign and domestic policy
decisions.

O Of the Israeli Government, particularly in relation to its \
role in the ongoing Israel-Hamas conflict. ACTUALITE £ ANTICLE £ Bcowos s mTemRATIONAL.  faema Sy v

L'islamophobie en France : une L'assassinat d’Ismail Haniyeh a
% ok Téhéran : un acte de terrorisme
politique d’Etat et une menace

® Assessed with moderate confidence to operate in support of pour les drofts fondamentaux  mendiale o 1 Stabllité
Iranian interests.
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Iranian 1O Targeting the West contines
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OPINION. POUTICS SEPTEMEER G HUMAN RIGHTS. OPINION. WORLD
el
Robinson Steps Out of the bl :
Shadows, But Can He Outrun [ ThoTrogicrom efihe
His Contr ial Past? ; 2 :
s ontroversialbas Wealth Sinks and the Poor
Drown

poumcs

SEPTEMBER 3, 2024

Trump Campaign in Turmoil
Over Unvetted Running Mate
JD Vance

OPINION, POUTICS

SEPTEMBER 3, 2024

Robinson Steps Out of the
Shadows, But Can He Outrun
His Controversial Past?

th Carolina Lt. Gy

St

towards public

READ MORE
MUMAN RIGHTS, OPINION, WORLD
SEPTEMBER 3, 2024

The Tragic Irony of the
Mediterranean: Where Wealth
Sinks and the Poor Drown

in a world where

MICHIGAN, MI

sunny

8:16 pm EDT

Mi we:

ast»

POLITICS —— SEPTEMBER 3, 2024

Trump Campaign in Turmoil
Over Unvetted Running Mate
JD Vance

POLITICS - SEPTEMBER 3, 2024

Trump Campaign in Turmoil
Over Unvetted Running
Mate JD Vance

News Muse Views Interviews Local color v ay

VANNAH TIME

YOUR WORDS. YOUR WORLD

VNS © ST 3 264

Kamala Harris’ Evasive Dance: A Masterc
Political Obfuscation

her to run for president? Harris' response was a verbose word salad that left more questions than answers.

KEEP READING

Google Cloud
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EXCLUSIVE

We received internal Trump
. . documents from ‘Robert.” Then the
On 10 August, the Trump campaign acknowledged to having campaign conﬁrmed it was hacked

had data stolen over the course of a cybersecurity incident:

Trump Campaign Compromise

® Information allegedly stolen included internal documents
discussing the Trump campaign’s VP-decision making process.

@® The actor attempted to distribute the information by sending
digital copies anonymously to at least one reputable news
agency.

® Mandiant attributed this activity to the Iranian group APT42.

THREAT ANALYSIS GROUP

Iranian backed group steps up phishing
campaigns against Israel, U.S.

e Google Threat Analysis Group «, Share

. 14
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APT42

APT42 consistently stages a high volume of network infrastructure
for use in expansive social engineering campaigns:

SPEAR-PHISHING EMAILS CONTAINING
MALICIOUS LINKS TO LURES
= Documents with contents related

to Iran and other foreign affairs topics

STEP1

&. [ 1D

® Domains continue to follow previously observed naming conventions
and patterns.

® Domain overlap with prior target scope as well as increased targeting

SERVICES, NEWS OUTLETS AND NGOS

:| FAKE WEBSITE POSING AS LEGITIMATE

. . . SITEP2 . HE!a_mp\es:The?Jas_hingmnF‘ost.’
of users based in Israel and accounts associated with the U.S. . e Dasmon’ By URL shorerer
presidential campaigns and non-profit organizations.
® Trump and Biden campaigns both targeted by operators posing as cers [ mo | PecoosemorosorTioapace

ta which the user is redirected after Step 2

tech support agents from well-known companies on WhatsApp.

MANDIANT

e _ e i



APTA42 continvea

33

Save it for later in Dropbox

Log in of sign up

Continue with Google

Continue with Apple

o

23 Dropbox

Get a better view with our
mobile app

PDF

Questionnaire.pdf

Google yahoo!

@yahoo.com
Welcome BE Microsoft
Enter password

mail.com ~
® e i 10 sign in

@hotmail com

[ WimE ' ‘ N Enter password

o G -

Engish (Unite

H Google Meet

Please verify it's you.

[ tewveren

Mona Louri has invited you to this room

Women's

Struggles and
FProtests

Mandiant
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Strategic Outlook
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Threat Commonalities

Cyber Threats
® Generic phishing and spear-phishing continue to provide indispensable initial access vectors for threat
actors

® A “campaign” still requires a mix of skills and capabilities
® Non-election specific issues such as ransomware can quickly play a role in public confidence, integrity,
and availability
O Activity doesn’t have to directly target elections to impact them, either immediately or down the
line
® Emerging Threats and Security Challenges in Cloud Environments

Cognitive Domain Effects
@® Perception of the attack and its consequences
® Thereis nonuance in the media
@® The future isn’t now, but some may think it is (Al, deepfakes, etc.)

e _ e "



Artificial Intelligence

Opportunity for Risk

oy

Expand strong
security
foundations
tothe Al
ecosystem

Mandiant

Extend detection
and response to
bring Alintoan
organization's
threat universe

Automate Harmonize Adapt controls to
defensestokeep  platformlevel adjust mitigations
pace with existing controlstoensure and create faster
and new threats consistent feedback loops
security across for Al deployment

the organization

Contextualize Al
systemrisksin
surrounding
business
processes

Google Cloud
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Identification of Key Terrain

Placing Resources Where They Do the Most Good

Domains to Address

@ Traditional Network Defenses Information
® Private Sector Partnerships Physical dimension ORI Informational dimension
® Data Resilience and Redundancy oo (::kn:,,rdc::,::s) Nt e e
O Continuity of Operations Planning ::f‘:&i: » Adversary  Enemy « :E&Tem
(COOP) Planning -l;siizg?;:‘::\has!mcture Au?:namla!:on

® Adversarial Intelligence

Cognitive dimension
(human centric)
* Opinion and knowledge
* Public
* Private
« Leadership
* Assumptions

e _ e N




Hardening and Resilience Considerations

Cyber
® Threat Hunting
@® Table Top Exercises
@® Threat intel for the masses

Cyber-Cognitive
® Simulation exercises

Cyber-Physical
® Where does the IT work happen?

Mandiant Google Cloud 2




Discussion & Questions

EAC Contact Form:
https://www.eac.gov/contactuseac

EAC Contact Email:
clearinghouse@eac.gov

Google Cloud


https://www.eac.gov/contactuseac
mailto:clearinghouse@eac.gov

Thank you
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